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A blockchain analysis company

We create transparency for a global economy built on
blockchains, enabling banks, business, and governments to

have a common understanding of how people use
cryptocurrency
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Bl Cryptocurrency is a new way to transfer value &
Increasingly mainstream

$110BN

Approximate
exchange traded
volume YTD
(btc only)

$3M

Approximate
received from
illicit entities YTD
(multi coin)



l Challenge: Bad actors taking advantage

Fraudulent South Korean

Hamas Calls on Supporters to Exchange Pure Bit Nabs
Donate to Group in Bitcoin $2.8M in ICO Exit Scam ts’hce"frtz 3 Ene

By Michael Arnold and Saud Abu Ramadan
January 30, 2019, 8:02 AM EST

Terrorist
financing

Ooops, your files have been encrypted! Engish D O rkn et m O rkets

What Happened to My Computer? labs $2.8M in ICO Exit Scam

Your important files are encrypted.

[Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe e busy looking for a way to
r time. Nobody can recover your files without

Payment will be raised on =
Pl Can I Recover My Files?

511672017 00:47:55 [Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Your files will be lost on
M How Do 1 Pay?

572012017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>
| And send the correct amount to the address specified in this window.
[After your payment, click <Check Payments. Besttime to check: 9:00am - 11:00am
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Time Left

Send $300 worth of bitcoin to this address:

1269YDPgwueZ9NyMgw519p7AAB

3PajPWymUexhewHPczmLQ8CMYatKAGNj3y

Contact Us Check Payment
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Bl Terrorist groups and violent extremists use crypto
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Infographic about Bitcoin in a Hamas-affiliated publication - Jan 30, Hamas video instructing users how to buy bitcoin - March 24, 2019
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B You need ability to tell good guys from bad guys

What you see on the blockchain

abd42d28d039f073689118dafae15e7ca0724edd4a5adbc0955/95398dee777b

1PcLsRXUgDuN4rCYuT97rrR5jNF3Gt4pGm »
1B8HWAVyzKV767DW5XaeTcg58CuvrWHRzF
19xaXry2jSLYR768Z5hR7{fTXMzchYqD1t
1CG4c5D7UWhZWJZQgf86KpGWatx2mBStEj
1CkBDIFhSUYcSobs1G5bGhDXAm 1KxuiLd9
1LHWxgqUdA2u5ZaSiJmNSWKhTIFQo7oHdw
1BEAveti8jAVVAJDYfgh7T47n879vJEZUv
1Ee1HyGQjyQD1WqProo5i9FPNc4ZBjXw
1HTM1XvASJ3SmKLNrénx5Vaapozp9Z5QRF
1CLjYLDynZE7s5RYqDCHSVLbuVPwhwJdwW
143hS9PNta76aYuSoKUT8tWuUkRtVsh3tXm
1LKQcrJYAn1gKHebjV4cRphmRebLyJQcuD
14Y6FUotN8yDJPYHFi2S13G1MDw1MVJpnp
1J1Fi9AJhGA4WORBXNNoyYdpxgHypPNhV
1MKwBZNQNvaQWGeSDyvAIYZbZGNhQ7VMagD
1CsAFBNz4iB6WXZSWKTFxcsfAYHWUXPgPw
157HZTTYRAZSKNVAYVXZwdYKQvoxnrZ8xa
1CHWvV1AATXhEw7p7bjoJauxApYCXBt2vaf
1CaX52cfWRgmRoURSvvdr8wUbSBC8DEZBH
1B1isfZCDsKBuawdYQaScWFq654bQNA3AI
1MSNhtkw1yL6FVSnCYpSEwxocdkFxtVeJH
1DgSVez5cuvGpSQWUxXUCK33Re2BSDKXmae
193GGnsRD5fdBK 1M9OVycxfxv3FQSQMxRRR
1QGH6LfiSwQVWg8maXdierGC1mwD14UbRF
1LcTkSzCOtsGYwXeGVZ6sPDg7eS8a6f2EN
1Q4ydfRwaHpngdxykT8ZLhmMXos8eexjEP
1M1ERKihKtD46gyGDZR|6RL41q06y TEQL)

3HIBNVpBQitKMN2XxN4WIWmMCHNDyoBd6 TWE
113Fz5hVGiVri7wmjuQM1Dd6HI8SWChpKWs

1.50088166 BTC
0.01000121 BTC

1.51088287 BTC
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What you see in Chainalysis

Coinify Bitstamp



B 200+ customers across 40 countries

Law Enforcement
& Regulators

= EURTPOL

Chainalysis Reactor

% Chainalysis

Cryptocurrency Businesses

bitpay

Bitstamp

—~
7\
\Q, KORBIT

Chainalysis KYT (Know Your Transaction)
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Financial Institutions

% BARCLAYS

[=) Square

Chainalysis Kryptos
NEW



M IGER How a Bitcoin Trail Led to a Massive [RAALUIy[R{e
Dark Web Child-Porn Site Takedown Video: largest child

18.16.20818 B82:32 PM

pornography site in
the world

> 1 million addresses

250,000 videos

$353,000 USD (BTC)

Takedown by the
numbers

337 site users

A across 38 countries
‘ -

! 23 minors rescued



The Future AML and cryptocurrencies?
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il Of the following, what is the #1 thing holding you
back from doing more work with cryptocurrency?

@ The market opportunity isn’t big
enough

@ Lack of executive support

@ Inability to control for illicit activity
facilitated by cryptocurrency

@ nability to comply with regulations
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Thank you!
Questions?
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